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VKSF 515/815 Lab 7 – Basic VLAN Questions
Activity 1 - Configuration

1.1 (5 pts) Record the 1st page of output received from the show vlan command.

VLAN Name                             Status    Ports

---- -------------------------------- --------- -------------------------------

1    default                          active    Fa0/13, Fa0/14, Fa0/15, Fa0/16

                                                Fa0/17, Fa0/18, Fa0/19, Fa0/20

                                                Fa0/21, Fa0/22, Fa0/23, Fa0/24

2    VLAN0002                         active

10   VLAN10                           active

1002 fddi-default                     active

1003 token-ring-default               active

1004 fddinet-default                  active

1005 trnet-default                    active

VLAN Type  SAID       MTU   Parent RingNo BridgeNo Stp  BrdgMode Trans1 Trans2

---- ----- ---------- ----- ------ ------ -------- ---- -------- ------ ------

1    enet  100001     1500  -      -      -        -    -        0      0

2    enet  100002     1500  -      -      -        -    -        0      0

10   enet  100010     1500  -      -      -        -    -        0      0

1002 fddi  101002     1500  -      -      -        -    -        0      0

1003 tr    101003     1500  -      -      -        -    srb      0      0

1004 fdnet 101004     1500  -      -      -        ieee -        0      0

1005 trnet 101005     1500  -      -      -        ibm  -        0      0
1.2 (5 pts) Record the command necessary to acquire complete port information. 

Complete, detailed port information can be acquired with the “show interface f0/n” command where “n” is the port number.

Activity 4 – VLAN Topology

4.1 (5 pts) Are all nodes within a VLAN able to see all the unicast and broadcast traffic generated in the VLAN boundaries?

All nodes within the VLAN can see broadcast traffic. Each destination can see its own unicast traffic.

4.2 (5 pts) Are all nodes within a VLAN able to see all the unicast and broadcast traffic generated from the your other VLAN? 

No unicast, broadcast, or multicast traffic crosses VLAN boundaries unless it is explicitly moved between them with a router or something.

4.3 (5 pts) Explain your experimental setup.

After setting up the VLAN we started packet capture utilities on each host. Pings were then done from PC1 to PC2 and PC2 to PC3. Using the packet capture utilities we observed which host the ping and arp packets made it to. From the captures we were able to determine that no traffic crosses VLAN boundaries.

4.4 (10 pts) What conclusions you have reached regarding VLAN communications.  Specifically, how far do unicast, multicast, and broadcast packets travel when considering multiple VLANs? 

Unicast, broadcast, and multicast traffic does not cross VLAN boundaries.

Activity 5 – Connecting VLANs

5.1 (10 pts) Signature: Routing across VLANs working. ________________________________

Activity 6 – VLAN Modifications

6.1 (5 pts) Record the commands you used to accomplish the steps in this activity. 

We use the commands:

interface range f0/7 - 8

switchport access vlan101

to move ports 7 and 8 from vlan102 to vlan101.

Activity 7 – Broadcast Storms with STP Enabled

7.1 (5 pts) What difference do you notice in the BPDUs?

The bridge priority on each vlan was different. The BPDU on vlan101 has a bridge-priority of 0x8065 while the BPDU on vlan102 had a bridge-priority of 0x8066. We determined that the bridge-priority depends on the vlan number. The bridge-priority for each vlan ends up being 0x8000 + vlan_number

7.2 (5 pts) What happened as a result of your broadcast traffic when you connected the two ports together?

Nothing. Spanning tree notices the loop and blocked the appropriate ports.

7.3 (5 pts) Why didn’t a broadcast storm occur? Be very specific.

Spanning tree blocked one of the ports that the crossover cable was connected to. It did this because the crossover cable created a loop (traffic originating on the switch would be sent out to the crossover cable and arrive right back at the switch where it started.)

7.4 (5 pts) How can you prove your answer to question 7.3?

We viewed the “show span” output to determine that the port was indeed blacked. We also completed the experiment a second time with the span event debugging turned on to follow exactly what happened. The whole process completed exactly as expected. When the crossover cable was plugged in spanning tree quickly detected the loop and blocked the higher port number.

Activity 8 – Broadcast Storms with STP Disabled

8.1 (5 pts) What happens when you ping from PC2 to PC3?  Be very specific.

A “broadcast storm”. The switch kept repeatedly sending the same packets to itself through the crossover cable. A packet would be sent out one port and arrive right back at another port on the switch. Because the BPDU filter was enabled on one of the ports spanning tree did not detect the loop.

This generated an insane amount of traffic on the LAN. So much so that NetXRay on the Win98 box briefly locked up.

8.2 (5 pts) How long did it take for results to become clear?

The results became clear almost instantly when spanning tree enabled the port for forwarding.

Activity 10 – Recovering

10.1 (5 pts) Record the command used to name your VLAN.

conf t

vlan 101 

name testing

10.2 (5 pts) Record the command used to remove your VLAN. 

conf t

no vlan 101

10.3 (5 pts) What is the difference between dynamic and static VLANs? 

Static vlans are based on the port that hosts are connected to. Dynamic VLANs are based on the MAC address of the connecting host.

(5 pts) Which type of VLAN did you configure in lab? 

In this lab we configured a static VLAN. We assigned VLANs to specific ports on the switch.
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