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VKSF 515/815 Lab 3: Gateways - Questions
Name _Brian Alliet___________

Activity #2 – MAC and IP addresses

2.1
(10 Points) MAC and IP addresses

	Interface
	IP address
	MAC address

	E0
	10.100.11.254
	00:10:8B:81:1B:42

	E1
	10.100.11.253
	00:10:8B:81:1B:43

	PC1
	10.100.11.1
	00:50:BA:53:E7:6A

	PC2
	10.100.1.2
	00:50:BA:53:F6:73

	PC3
	10.100.11.3
	00:50:BA:53:F3:54


Activity #3 - Testing the Router

3.1 (4 Points) Examine the routing tables of PC#1, PC#2 and the Cisco.  Based upon your examination of these routing tables explain why the ping PC1 --> PC2 failed. In other words, at precisely what point does it fail?

The ping fails because PC2’s default gateway isn’t configured. The ping reached PC2 but PC2 is unable to send the reply back to PC1.
3.2 (3 Points) What is the message displayed on the screen of PC1 when the ping fails?

“Request timed out”. PC2 can’t report failure to PC1 because it has no way of contacting PC1 without its default gateway configured. 

3.3 (3 Points) When pinging in the opposite direction (PC2 ( PC1), what is the message displayed on PC2?

“Destination host unreachable”. Because PC2 has no route to get to PC1 it knows it can’t contact it and therefore fails right away. It doesn’t even try to send packets to PC1.

3.4
(3 Points) Was the message on PC2 the result of an icmp message?

No, this message came from the operating system. No packets were ever sent out so no ICMP messages could be generated.
3.5
(3 Points) Record the entries in your 2514 routing table.

10.100.11.0/24 -> Ethernet1

10.100.1.0/24 -> Ethernet0

3.6
(3 Points) Record the routing table for PC1.

0.0.0.0/0 (default) -> gateway 10.100.11.254

10.100.11.0/24 -> 10.100.11.1 (Ethernet card)

127.0.0.0/8 -> 127.0.0.1 (Loopback)

224.0.0.0/8 -> 10.100.11.1 (Multicast, Ethernet card)

Activity #4 - Pinging across a router

4.1
(6 Points) Ping PC1 --> PC3, fill in the type of packet. Ex. ARP request

	Packets seen on PC1
	Packets seen on PC2

	ARP Request
	None

	ARP Reply
	None

	ICMP Echo Request
	None

	ICMP Echo Reply
	None


4.2 (6 Points) Ping PC1 --> PC2

	Packets seen on PC1
	Packets seen on PC2

	ARP Request for router
	ARP Request for PC2

	ARP Reply from router
	ARP Reply from PC2

	ICMP Echo Request (PC1->PC2)
	ICMP Echo Request (PC1->PC2)

	ICMP Echo Reply (PC2->PC1)
	ICMP Echo Reply (PC2->PC1)


4.3 (15 Points) In the ping PC1 --> PC2, compare the frames seen on one of side of the router to the frames seen on the opposite side. Fill in the following table for the first seven frames. Include what you see on both sides of the router, but only those frames that are specific to the ping. You may use the last 2 bytes of the MAC address and the last byte of the IP address to make things a little easier.

	Packet
	Src MAC
	Dest MAC
	Src IP
	Dest IP
	Type

	1
	PC1
	FF:FF:FF:FF…
	PC1
	E1
	ARP Request

	2
	E1
	PC1
	E1
	PC1
	ARP Reply

	3
	PC1
	E1
	PC1
	PC2
	ICMP Echo Request

	4
	E0
	FF:FF:FF:FF…
	E0
	PC2
	ARP Request

	5
	PC2
	E0
	PC2
	E0
	ARP Reply

	6
	E0
	PC2
	PC1
	PC2
	ICMP Echo Request

	7
	PC2
	E0
	PC2
	PC1
	ICMP Echo Reply

	8
	E1
	PC1
	PC2
	PC1
	ICMP Echo Reply


Activity #7 - Ping test Phase 1

7.1 (3 Points) ping –n 2 your PC1 ( their PC1. At what point does this fail?

This fails at the bench router. The bench router only knows how to access the network on our bench and the network between it and the room router. It knows nothing about their bench network.

Activity #8 - Ping test Phase 2

8.1
(3 Points) With one static route, at what point does this fail?

It fails at their bench router. Our router knew how to access their network but their router did not know how to send the packets back to our network. We resolved this by adding a static route to their router similar to what we did on ours.

8.2
(3 Points) Why does the ping to the server work? Be specific.

The ping to the server worked because the room router already knows how to access our network. There was no router on the other end that we had to configure. The static entry in our routing table was all that was needed. 

Activity #9 - Ping test Phase 3

9.1
(3 Points) Explain what you did to get it to work and why this works.

The last thing we needed to configure was the other bench’s router. Their bench needed to be told how to access our bench just like our bench needed to be told how to access their bench. A static entry was needed in each benches router for the other.

9.2
(4 Points) What does the room router know about you and your partner that your router doesn’t?      Be specific.
The room router knows which ports each bench router is connected to. The bench routers only know how to access the room router. They rely on the room router knowing where to send the packets to deliver them to the appropriate benches bench router.


Activity #10 - Minimal routing table changes

10.1
(3 Points) What would be the command you would use to set up a default gateway on your bench router?

ip route 0.0.0.0 netmask 0.0.0.0 10.100.1.254. A network address of 0.0.0.0 and a netmask of 0.0.0.0 will match any packets going anywhere.
10.2
(3 Points) Who would be your default gateway for the bench router?

The room router should be the default gateway for the bench router. That is the next router up in the “tree” that knows more that we do. It knows how to access all the other benches as well as the rest of RIT.

10.3
(3 Points) Who would the default gateway for your default gateway be?

Our default gateway would be our bench router. Its default gateway would be the room router. Therefore, the default gateway of our default gateway is the room router – 100.100.1.254

10.4 (3 Points) Based on what you know, what would be the smallest set of routing table entries on your two routers that would allow communication between you, your partner bench and the rest of the world?

The default gateway would need to be pointed at the room router on each bench hub. This results on one static route in each bench’s router.  This is the smallest possible set of routing table entries that will allow communication between benches and to the rest of the world.
Activity #11 - Router Discovery

11.1
(3 Points) Record the change in PC2s routing table after enabling IP IRDP on the router.

The routing table on PC2 now has default gateway in its routing table. 10.101.1.253  (the interface of the router on the pc2 size) is the new default gateway..
11.2
(3 Points) How did this entry get there?

The router advertised to all devices connected to it that it knows how to get to 10.101.11.0. PC2 picked up this advertisement and added it to its routing table.

11.3
(3 Points) Paste a screenshot of the icmp router advertisement message that you captured.

(The screenshot somehow got lost along the way. Here is a description of what we found in the packet capture.)

The ICMP IRDP advertisement packet contained the address of the default gateway (10.101.1.253). There was one field for the number of addresses (just one), a field for the router address (10.101.1.253), and a field for the preference value. This packet was sent out to all hosts via multicast. The ICMP type and code were 9 and 0.

11.4
(4 Points) Paste a screenshot of the icmp message that a node will send in order to learn about its default gateway.

(The screenshot somehow got lost along the way. Here is a description of what we found in the packet capture.)

The ICMP IRDP solicitation packet had  ICMP type and code 10 and 0. Other than the standard IP and ICMP header it contains no other interesting headers. It want sent from the host to all routers via multicast.

11.5
(3 Points) Name three ways a node can be told or learn about its default gateway.
Three ways a node can learn about its default gateway are via a static entry in the routing table (using the “route” command), via DHCP (the default gateway would be configured on the dhcp server), or via IRDP (the default gateway itself would announce that it is a gateway and the node would pick it up).
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