Brian Alliet

Crypto Homework #1

1. Determine the number of keys in an affine cipher over Zm for m = 29, 99, and 1024. Explain your answers.

Z_29 = 812
Z_99 = 5940
Z_1024 = 524288

These results were calculated with the following Haskell function:

f m = m * (length [x|x<-[0..m-1],gcd x m == 1])

This multiplies the total possible number of betas (m) by the total number of possible alphas to get the total number of possible keys. The total number of alphas is calculated by finding the length of the set of all x such that x is drawn from all the integers from 0 to m-1 and the gcd of x and m is 1.


2. Affine cipher ciphertext:
HGXAGXHKKXDWZZKXHLCGCAJTGHGTCPCGTGXRTKKEHWWTW
XGCXHCEZKKEZKXHEKKXTCBGXWXHGXAJKKTCBZGVWVQZCG
TGXKZSDWEGVZQCYGXKKXHGGCXHGTSRKKX

Plaintext: 
denkendaanhollandzieikbrederivierentraagdooroneindiglaaglandgaanrijenondenkbaarijlepopulierenalshogepluimenaandeeinderstaan

Key: Alpha = 25, Beta = 10

This was obtained using the following command:
./SimpleCiphers af br dut affine-cipher.txt
The first “guess” as a possible decryption appears to be correct. The text is “Denkend aan Holland zie ik brede rivieren”  by “H. Marsman”.

SimpleCiphers.lhs is a program I wrote that does encryption, decryption, and breaks ciphertexts for various simple ciphers. The source code is attached. Basically, all it does is a brute force attack. All 312 possible keys are tried then all the results are fed through a function that sorts the results based on the probability that the message is meaningful in the expected language. The “meaningful” function finds the dot product of the frequency distribution of the letters in the text and the expected frequency distribution for the given language (this method was described in the text for the Vigenere cipher).

