NestedVM




Safe and Unsafe
Languages

® Unsafe Languages: C, C++

® Safe Language: Java, C#,

wia i : i T L R L Rt it R S Sl o i AT

e T O T L e T " oy T et L Ay e R SR

1 & T L) o Oy s L o e i e § i Tal R Ao i ot

3 g e foit 5 i ey ALY S ey o : £ e .

|'* o .-'_'.:;:_'1“:'- i F—;_ "‘“ sl R TR el sl ) e T e i P T e R S
P LY P

A o e e, L
wemahh T e A o
s i g e & Tt R
s )-"\_‘ b o 't‘_Tf T Ty ey (i




Problem

® |arge body of software written in unsafe
languages such as C and C++
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Real-World Examples

® |ibjpeg (jpeg decoder)

° FreeType (True Type font renderer)

o B aAan T .-.. g TN N e e e s s e e R S S L
3 L o B ! ¢ L s e ] C i Gl eyl 1 o & g e o Y
i B & (2 allU) [ | 5 ‘ @ : A 1\ [ e N R e e Ay e e e e I.Z;-"":' et




Typical Solution - JNI

® |nsecure
® Requires executing unsafe code

® Prohibited in many environments (such as
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Potential Solutions

® Jazillian, c2j, Cappuccino, moCHA-java

® Convert C and C++ source code to Java
source code
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NestedVM

® Binary translation, not source code

~ ® Converts unsafe machine code (rather than
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Language Aghostic

® Conversion to machine code is handled by
existing compilers

® C and C++ specifications are complex
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Bug-for-bug
compatibility

® Code that is dependent on quirks, bugs, or
“features” of existing compilers works
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No build process
modification

® The same compiler that produces native
code produces the input for NestedVM

® Existing Makefiles, header files, complex




No post translation
human intervention

® Entire input language is supported

® No need to tweak the output to get a
working program
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NestedVM Overview

Unsafe Source
Code

(.c)
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NestedVM Overview

Unsafe Source
Code
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Safe Source Code
(.java)




NestedVM Overview

Unsacf:eozzurce Safe Source Code
o (.java)
. -
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Why MIPS

® MIPS ISA is much simpler than x86,
powerpc, and other popular architectures

® MIPS has been around a long time
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MIPS Example

fact:

move t@, a0 ; Load argument (n) 1in t0

bgtz t0, LO ; branch if n > 0

11 vo, 1 ; load 1 1n register v@
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Mapping MIPS to the
JVM

® Code translation




Code Translation

public class Foo {
int pc;
int vo, vl, a0, t0, ...;
void run() {
for(;;) switch(pc) {
case 0x1000: t@ = a@; // move t@ a0
// bgtz t0, LO
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Memory Representation

® Entire virtual memory space mapped to a
giant int[][] array indexed by page, then
address
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What we have so far

® Applying the translation techniques we can
emulate an entire MIPS machine

® Memot be read, m Pltd d
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Example: Decoding a
|g5€

® Write the compressed |JPEG to some
predefined memory location
(System.arraycopy to the memory array)
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The next step

® Fiddling with bits in memory, while useful,
won’t allow many real world programs to
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Syscalls

® Applications interact with the Operating
System via the SYSCALL instruction

® When a syscall instruction is executed
~control is transfered to the kernel (part of

o
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Syscall Example

// the signature for the write syscall (in O)
// write(int fd, char *buf, int len);

string: .asciiz “hello world\n”




The NestedVM Runtime

® This is the NestedVM “kernel”

® |t interacts with the outside world on behalf
of the application (just like a real kernel)
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Accessing the Runtime

® All applications inherit from the Runtime
class

® |ndividual applications essentially sit on top
- ofaRuntime instance

AN R R TR L s o ] S 1 i B RN e bR e b 0 S
e At e S e M el AT S T L M T e
ST LR Fu phiendin e Ll R RS S PR Gl s, e e el e e e R
e ot ,-:_._:;"-,,:.'ﬁ.'-t? i e S e R R b S R e e i SR TR L



Implementing the
Runtime

® The syscall() method dispatches to individual
Runtime methods based on the syscall
number
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The Write Syscall

int sys_write(int fd, int addr, int len) {
FD fd = fileDescriptors[fd];
byte[] buf = new byte[len];
// copy the bytes of “user memory” at addr
// to the “kernel memory” in buf (a byte[] array)
copyin(Caddr,buf,len);
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Security Concerns

® All interaction with the outside world
happens though the Runtime class

L e e e el ety Sl R S S el e S s e T T 1 b e L T e e B i e e i S e ke e e e i s ks e B B e e e B
gk v s .'J_‘ et ot 2 2o —‘f‘ar-: B :-.J-.'-_.-ﬁ_.‘:l A R LY _"..-_'-I_:J 3 R e i Eraae | h ..- sl eqige e JI_ fo 50 - A _|-|-_...__- 1L .--__I..I.I T I"..-‘:r-'" ‘Tlr" __._.!.,.__I ‘.r-“l T ‘_r ] et 1. ik = .



Implications

® Even untrusted unsafe code can be run
without fear of security problem

® Say a buffer overflow was found in the |PEG
JSscoder,
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Gory Details

® All the code examples in this presentation
are made up

° The source code generated isn’t nearly as

..l" ol e \I- - ';' = - Ly - -'. s "'-:. |'_H.""\- r |-'.. .' : -
ey -l \ 4 3 5 Y e N AN -1--.--
- 11edad a ‘ﬁ ﬁ! I; _m,,.:*;; £ B ,_.?:,,_.q.,i_1h .a- qu h . ___‘ R e !

T S S e et S
- =kt AT 1 r
Caih L L i..?:.:-‘.I ____'1»\ i g

. T .'1.-." e g A 7 g i Bl e T
G it e P P e e R ,_-'.-._'-.-'."-__:-':-:._‘.'-'f R N e 'ﬁ.l-".""-"' P M




Real Code Translation

® Registers are actually stored in local
variable, not fields, but they are written back
to fields when necessary

° Jumps to statlcally known targets are
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Many run() methods

® The JVM limits the maximum size of a
method to 64K

® Multiple run methods and a “trampoline”
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Real Memory
Representation

® Memory is actually represented with two
parallel arrays

int mem_read[65536][];
int mem_write[65536][];




Performance

Native vs NestedVM-GCJ vs NestedVM-Hotspot

Olibfreetype
B Libjpeg
Olibmspack

Native NestedVM -> GCJ Hotspot
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Future Directions

® Target NestedVM to .NET, Parrot and other
VMs
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